CryptoCard RB1 Token Usage

Arizona Department of Transportation

DATA SECURITY SECTION

RB-1 CRYPTOCard Token Logon Procedures

Qz AEC || DEF |IQ
il B
e GHI '[JHL"I.!-NO c
& 2 )5 U8 )| e
0
PRS |] TUW || WY
FIEIT)
™
i CF'INI o ||r]|enr
L
SoQQ

These procedures are for the use of all CRYPTOCard token users. It is our wish to simplify these
procedures as much as possible but for the sake of individuals with minimal computer knowledge
it is recommended that you seek the assistance of your local LAN technician.

The RB-1 Authentication Token is an inexpensive method of adding an extra layer of security to the
ADOT network. Once a network user accesses the network remotely, the access is as stable as if they
Were directly connected to the network.
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CryptoCard RB1 Token Usage

DISPLAY WINDOW.

KEYPAD

ON/OFF Button - Depressing while in off mode
will activate token. Token will automatically power
off after 60 seconds of inactivity

CH/MAC Button - Challenge/Message
Authentication Code. Used to enter the challenge
number for the purpose of re-synchronizing the
token

“->” Button - Used for manual initialization of the
Token

ENT Button - Enter key

CPIN Button — Not Used

CLR Button — Used to clear mistakes made on the
keypad prior to pressing the ENT Button

Press the ON/OFF button to activate the token and
the “PIN?” display will show.

Using the keypad, type the pin number, which was
issued to you when you received your token, and
press the ENT button. The pin will show in the
display as asterisks.

Your RACF ID should show in the window. If it
does not, contact Data Security at (602) 712-4425.
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CryptoCard RB1 Token Usage

12. Press the ENT button and you will see the 8 digit

challenge number. This number is used when the
card is out of synchronization to get it back in synch
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13. Press the ENT button again and you will see an 8
digit number which resembles a phone number. This
is the password that will be used to access the
ADOT Network. It should be entered as shown Ei
including the dash
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14. If for any reason you see this display it means that
the card has been locked. This usually is from the
incorrect pin being entered 10 or more times. If this az |(#eC o
occurs, contact Data Security at (602) 712-4425 to i
have the card re-initialized. ig
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